
Digital footprint analysis for improving 

transaction safety and credit scoring effectiveness

Exhaustive “here-and-now” data feed, risk management, and fraud prevention 



Member of Polish Loan 
Institutions Associations 
since August ‘18 

The most promising startup
at Let’s Fintech with 
PKO Bank Polski
June ‘19

Partnered up with ERIF BIG to 
launch joint product 
June ‘19

Participant @ Fintech 
accelerator at Plug and Play
San Francisco, July - Oct ’19

Team of ~65 tech enthusiasts with top-class data 
science, engineering, and business skills 
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We gathered experience in 
world’s top institutions

Cooperated with experienced 
entities to gain valuable insights

And are trusted by 
many clients worldwide



Advanced digital players are a subject to ~4% of 
annual revenue loss due to different types of fraud
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Extensive set of low-level attributes supplement 
the scoring

Behavioural data 
collection
• Mouse/Touchpad 

movements
• Swipes/Touches or scrolls
• Keystroke dynamics
• Gyro readings
• Accelerometer
• Clipboard usage

Network intelligence
• IP geolocation
• TCP/IP stack analysis and 

anomalies detection
• Connection type detection 

(Wi-Fi, cellular) based on low 
level network analysis and/or 
browser features checks

• OS Fingerprinting
• VPN/Proxy/Tunneling 

detection
• Tor detection
• Public IP leak /Local IP leak
• Server-based connection 

detection

Hardware, software 
and browser 
intelligence
• GPU characteristics
• GPU detection
• Virtual machine detection
• Number of processor cores
• Mobile device detection
• Mobile emulation detection
• Battery
• Server OS detection
• DOM rendering engine 

anomalies
• HTML quirks
• Special cookies (based on 

HTML technologies, self 
regenerating)

• Popular fraudster's tools 
detection

• Spoofing detection
• Incognito mode detection
• Browser quirks
• Various fingerprints
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ML can go through 125 times more variables and 
find complex correlations that increase accuracy of 

predictions

5,000+ attributes
Most importantly, we challenge each 

declarative data point to pick anomalies



mismatch between name given in 
the form and the one in mail

clipboard used on 
sensitive fields

unusual biometric 
patterns

unusual plugins
suspicious email 

domain VPN used

mismatch between 
declared sex and name’s 

sex

Looking for similarities to distinguish legitimate 
user from fraudster
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Provided data feed can enhance internal logic and 
scores even better, thanks to our proprietary solution
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Legitimate client Fraudster Legitimate, but denied a loan

Nethone helps save money on 
the verification process and 
achieve higher repayment rate

Thanks to profiling, you can segment 
clients more effectively and deny 
fraudsters or users with suspicious 
behavior at the very early stage of the 
process. 



Digital and hard data boost the precision of risk 
assessment
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Receiver operating characteristic

By adding Nethone data, our client has increased precision of the model by 0.05, what directly resulted in higher repayment rate and 
financial gains. 



Bank

Client’s panel

Internet banking

service

Nethone

Profiler

Recom
m
endation

for client

Decision

engine

�
Ÿåų�ĜÚåĹƋĜĀÏ±ƋĜŅĹ

m
odels (biom
etrics)

B
ehavioural analysis

m
odels

A
nom
aly detection

m
odels

D
ata gathering

and integration

D
ata

augm
entation

M
odel results’

aggregation

C
lient-provided

user data

U
ser device data

U
ser behavioural

data

D
ata from
 external

sources (G
eoIP, banking

client’s activity stats)

System
 m
onitoring

Training

Analysis

ValidationBa
nk

Cl
ie

nt
’s

 p
an

el

In
te

rn
et

 b
an

ki
ng

se
rv

ic
e

Ne
th

on
e

Pr
of

il
er

Re
co

m
m

en
da

tio
n

fo
r c

lie
nt

De
ci

si
on

en
gi

ne

�
Ÿå
ų�Ĝ
Úå
ĹƋ
ĜĀ
Ï±
ƋĜŅ
Ĺ

m
od

el
s 

(b
io

m
et

ric
s)

B
eh

av
io

ur
al

 a
na

ly
si

s
m

od
el

s

A
no

m
al

y 
de

te
ct

io
n

m
od

el
s

D
at

a 
ga

th
er

in
g

an
d 

in
te

gr
at

io
n

D
at

a
au

gm
en

ta
tio

n
M

od
el

 re
su

lts
’

ag
gr

eg
at

io
n

C
lie

nt
-p

ro
vi

de
d

us
er

 d
at

a

U
se

r d
ev

ic
e 

da
ta

U
se

r b
eh

av
io

ur
al

da
ta

D
at

a 
fr

om
 e

xt
er

na
l

so
ur

ce
s 

(G
eo

IP
, b

an
ki

ng
cl

ie
nt

’s
 a

ct
iv

ity
 s

ta
ts

)

Sy
st

em
 m

on
ito

rin
g

Bank

Client’s panel

Internet banking
service

Nethone
Profiler

Recom
m

endation
for client

Decision
engine

�
Ÿåų�ĜÚåĹƋĜĀÏ±ƋĜŅĹ

m
odels (biom

etrics)

B
ehavioural analysis

m
odels

A
nom

aly detection
m

odels

D
ata gathering

and integration

D
ata

augm
entation

M
odel results’

aggregation

C
lient-provided

user data

U
ser device data

U
ser behavioural

data

D
ata from

 external
sources (G

eoIP, banking
client’s activity stats)

System
 m

onitoring

Bank

Client’s panel

Internet banking
service

Nethone
Profiler

Recommendation
for client

Decision
engine

�Ÿåų�ĜÚåĹƋĜĀÏ±ƋĜŅĹ
models (biometrics)

Behavioural analysis
models

Anomaly detection
models

Data gathering
and integration

Data
augmentation

Model results’
aggregation

Client-provided
user data

User device data

User behavioural
data

Data from external
sources (GeoIP, banking

client’s activity stats)

System monitoring

Bank

Client’s panel

Internet banking
service

Nethone
Profiler

Recommendation
for client

Decision
engine

�Ÿåų�ĜÚåĹƋĜĀÏ±ƋĜŅĹ
models (biometrics)

Behavioural analysis
models

Anomaly detection
models

Data gathering
and integration

Data
augmentation

Model results’
aggregation

Client-provided
user data

User device data

User behavioural
data

Data from external
sources (GeoIP, banking

client’s activity stats)

System monitoring

The key is to keep models constantly improved –
practice makes perfect
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Safety Risk assessment Savings

Peace resulting from 
fraud prevention, that 
secures your business  
from anonymisation, 

automation, and 
anomalous behaviour.

Enhanced quality and 
optimisation of internal 
credit-scoring systems 
and processing of the 
transactions thanks to 

the 5000+ attributes that 
enrich the context.

Real savings deriving 
from reduction of the 
fraud rate, number of 
nonperforming loans 
and operational costs. 

Benefits resulting from digital analysis using deep 
profiling techniques and machine learning
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Jakub Jóźwiak
Business Development Executive

+48 516 215 822
jakub.jozwiak@nethone.com


